

TITLE:
This specification covers the functionality requirements for the [................. Title of the Project.............] including all testing as appropriate, demonstration of equipment, and preparation of manuals and user instructions.
SCOPE:
SUPPLY AND DELIVERY OF THE ITEMS MENTIONED IN SECTION 2.0 (TECHNICAL SPECIFICATION) OF THIS DOCUMENT INSTALLATION, TESTING AND COMMISSIONING OF THE ITEMS
SPECIFICATIONS:
1. GENERAL SPECIFICATION
1.1. SUPPLY AND DELIVERY
This tender includes the supply, delivery, transportation, and commissioning for Universiti Malaysia Pahang Al-Sultan Abdullah, along with all relevant tests, equipment demonstrations, and preparations of manuals and user instructions. Companies must comply with all the requirements stated under general specifications.
1.1.1. Companies are requested to specify the earliest possible delivery and commissioning date. In addition, the companies must submit a detailed work schedule that outlines how the project will be executed to meet the specified time frame. However, UMPSA reserves the right to determine the installation date for the equipment.
1.1.2. The equipment should be new, original, and of acceptable and high quality for normal production use. No demonstration or used equipment will be accepted.

1.1.3. All the necessary basic, standard, additional and optional accessories or attachments must be clearly specified, including auxiliary items required by the equipment to create a complete functional system according to its intended purpose.
1.1.4. The equipment should be able to operate without any difficulty after it has been installed and commissioned as warranted by the manufacturer and the company’s guarantee.
1.1.5. If the successful company has not completed the supply, installation, testing and eventual handling over of the equipment within the said time, and if UMPSA has not cancelled the contract under the authority conferred on it by the General Tendering Conditions of the specifications, the successful company shall pay an amount as liquidated damages, based on the formula given in the tender condition. The calculated amount may be deducted from any money payable to the successful vendor by UMPSA.
1.1.6. UMPSA reserves the right to accept or reject any extension required for work delivery and/or completion.
1.1.7. If a company is an equipment supplier, not an equipment manufacturer, the supplier and the major manufacturer will be jointly and severally liable for fulfilling all the terms, conditions and guarantees stated in the contract for supply.
1.1.8. Companies are required to provide an original certified true copy of the manufacturing/supplying warranty certificate for the hardware/software provided.
1.1.9. Companies are required to justify their competency in performing the task and to provide evidence of their experience in managing similar jobs. 
1.1.10. Companies must adhere to all government regulations, and laws about the importation, supply and delivery of equipment.

1.2. INSTALLATION, TESTING & COMMISSIONING
1.2.1. All equipment shall be installed on-site by the successful company, and there will be no extra cost to UMPSA.
1.2.2. The successful company must ensure that the installation and commissioning of equipment is carried out by qualified personnel. Commissioning includes equipment installation, testing according to acceptable standards, as well as initial tests and test runs. All costs related to the above work shall be borne by the company.
1.2.3. If the work stated in Item 1.2.2 above is unsatisfactory, UMPSA has the right NOT to accept the handling over. UMPSA can call in other professional parties to complete the job satisfactorily. The cost will be borne by the company.
1.2.4. All the government regulations and procedures must be followed during the development, installation, and commissioning process. Approval from any government authorities whenever applicable will be the responsibility of the company.
1.3. WARRANTY PERIOD
1.3.1. The companies shall state the warranty period for all equipment supplied.
1.3.2. The warranty period should be in accordance with the technical specification outlined in Section 2.0. Any equipment/material defect or faulty operation due to manufacturer or installation shall be the responsibility of the supplier who shall immediately make good and/or replace any such defect or faulty component.
1.3.3. All labour and materials (parts, services) needed during the warranty period shall be supplied free of charge. Any exclusion shall be clearly specified in the tender.    


1.4. STAFF TRAINING
1.4.1. The successful company shall provide proper and satisfactory On-the-Job Training (OJT). All costs related to the training will be borne by the companies. All related training costs must be separately quoted from the equipment supplied but included in the tender price.
Training of nominated UMPSA personnel on-site at UMPSA must be at least three (3) people.
The training period must include, but is not limited to, the following:
· Training in proper handling and operation,
· Training in routine maintenance, general troubleshooting, and repair,
· Training in the use of software for the complete system.
1.4.2. The medium of instruction, including all training materials provided during the entire duration of the training period, must be in English or Malay.
1.4.3. The company is required to submit training schedule proposals for Item 1.4.1 for each of the equipment tendered.
1.5. MAINTENANCE
Full maintenance support for the equipment must be available locally. The engineering/maintenance support shall be provided by competent personnel. The companies will have to indicate how they intend to meet this requirement, including naming the facilities and local agents.
1.6. DOCUMENTATION & PRESENTATION
1.6.1    The successful company must provide at least two (2) sets of physical copies (comprising of one (1) original set & one (1)   
             duplicate set) and soft copies (in Microsoft Office or PDF format) for the following documents:
· Operational Manual
· Programming Manual
· User’s Guide of the equipment
· Standards and Calibration
· Troubleshooting Guidelines
· Maintenance/Technical Manual
· Student Experimental Manual
· Tutor’s Manual (with proven experimental data and analysis)
-
Equipment Installation Manual
· Preventive Maintenance Schedule
· Other manuals available (please specify)
  All documents listed above must be in English or Malay. 
1.6.2    The company shall provide a presentation and demonstration on-site or at any other venue agreed by both parties.

1.7. COMPLIANCE WITH ISO/IEC 27001:2022 INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS) AND UMPSA CYBERSECURITY POLICY

The successful company must fully commit to complying with all ISO/IEC 27001:2022 Information Security Management System (ISMS) standards and UMPSA Cybersecurity Policy, including all related regulations, practices, and procedures throughout the project implementation. This commitment includes, but is not limited to, the following:

1.7.1 Confidentiality and Data Security
         All information and data provided by UMPSA to the company shall remain confidential throughout the development  
         process.

1.7.2 Classification of Information
         1.7.2.1   The Technical Specification Document and all related documents stated in Item 1.6.1 that have been printed 
                       by the company must be labelled 'CONFIDENTIAL' before being submitted to UMPSA.

         1.7.2.2   All data ownership falls under the purview of UMPSA.

                         Companies must sign a confidentiality and information security pledge provided by UMPSA before commencing the project.
1.8. COMPLIANCE TO OCCUPATIONAL SAFETY, HEALTH AND ENVIRONMENTAL LEGISLATION
The management of successful companies shall give a high commitment to comply with all related Occupational Safety, Health and Environment Legislation such as Occupational Safety & Health Act 1994, Environmental Quality Act 1974 and any related regulations, code of practices and procedures issued by Department of Occupational Health (DOSH), Department of Environment (DOE) and Occupational Safety & Health Management Division (OSHMeD), UMPSA. There include but not limited to the following items:

1.8.1 Comply with Section 15: Occupational Safety and Health Act 1994
i. The management of successful companies shall ensure, so far as is practicable, the safety, health and welfare at work of all his workmen (employees).
ii. Without prejudice to the generality of item (i), the matters to which the duty extends, so far as is practicable, include in particular:
a. The making of arrangements for ensuring safety and absence of risks to health in connection with the use or operation, handling, storage and transport of substances.
b. The provision for such information, instruction, training and supervision as is necessary to ensure the safety and health at work of his workmen
c. The provision and maintenance of a working environment for his workmen that is safe without risk to health, and adequate as regards facilities for their welfare at wor

1.8.2 Management of successful companies shall successfully attend Online Contractor Safety Management Program organized by OSHMeD UMPSA.
1.8.3 Personal Protective Equipment
Provision and maintenance of Personal Protective Equipment to all his workmen with adequate quantity and approved by DOSH Malaysia. The equipment shall include but not be limited to the following:
i. Safety boots
ii. Safety helmets
iii. Full body harness (double lanyard)
iv. Protective glove
v. Safety Goggles
vi. Ear plug and muffs
vii. Dust masks
viii. Respirator
ix. Safety vest (Lime green) with high visibility reflective tape
1.8.4 Works Involving Confined Space and/or Working at Height (3 metres and above)
The management of successful companies shall fully comply to the following code of practices and/or guidelines issued by DOSH Malaysia if their job involving confined space entry and/or working at height (3 metres and above)

i. Confined Space: Industry Code of Practice for Safe Working in a Confined Space 2010
ii. Working at Height: Guidelines for the Prevention of Falls at Workplace, 20

1.8.5 Permit to Work Approval
The management of successful companies will have to get a Permit to Work (PTW) from PTJ involved before allowed to carry out the supply. The management of successful companies has to fill up the PTW’s form and must complies the 

Occupational Safety and Health regulation before work permitted by the PTJ’s Officer or representative. UMPSA is entitled to impose any action pursuant to the incompliance of Occupational Safety and Health Act 1994.

1.8.6 Certificate of Fitness (CF)
The management of successful companies shall ensure any steam boiler, pressure vessel or lifting machinery supplied/used shall hold a valid CF from DOSH Malaysia except those listed in Second Schedule and Third Schedule of Occupational Safety and Health (Plant Requiring Certificate of Fitness) Regulations 2024. 
1.8.7 Safety Data Sheet (SDS)
The management of successful companies shall furnish a safety data sheet (SDS) for every chemical supplied as required in Occupational Safety and Health (Use and Standard of Exposure Chemical Hazardous to Health) Regulations 2000. The SDS shall be in the national language and English language.

1.8.8 Occupational Safety and Health Requirements for Construction, Engineering Works, and Related Activities
For any activities involving construction operations or engineering works, including renovation, repair, maintenance, or cleaning works, the successful contractor is required to comply with the following requirements:

1. Where a work duration exceeds 30 working days or involves more than 500 person-days, the successful contractor is required to submit a notification to the DOSH Malaysia as soon as practicable before the work begins.

2. For contracts valued at less than RM20 million, the successful contractor is required to appoint a competent Site Safety Supervisor (3S) who possesses the necessary qualifications in accordance with the Occupational Safety and Health (Construction Work) (Design and Management) Regulations 2024.
3. For contracts valued at more than RM20 million, the successful contractor is required to appoint a full-time Safety and Health Officer (SHO) who is registered with DOSH Malaysia to oversee the implementation of occupational safety and health measures at the workplace.

1.8.9 Contractor Safety Management Procedure

Any further details regard to Contractor Safety Management Procedure, the management of successful companies may refer to OSHMeD Portal;

https://oshmo.umpsa.edu.my/index.php/en/contractor
1.9     ICT Infrastructure Design Guidelines

1.9.1. Green & Smart ICT Elements

The design of ICT infrastructure shall consider aspects of sustainability (Green) and technological intelligence (Smart). 
The scope to be considered includes energy efficiency, smart integration, equipment life-cycle management, information 
security, and cost-effectiveness.

1.9.2. ICT Best Practices
The design of ICT infrastructure shall refer to established best practice guidelines. Reference may be made to the 
UMPSA ICT Infrastructure Design Guidelines. The design scope includes, but is not limited to, networking, servers, 
Virtual Desktop Infrastructure, Audio Visual systems, Digital Monitoring, Digital Access Control, and communications.

1.10    Others

The successful company shall provide a complete set of equipment for general maintenance, calibration, and repair of equipment. The company shall guarantee the availability of satisfactory after-sales service for all supplied equipment. UMPSA reserves the right to automatically not consider and to reject the offer of any company that fails to supply any of the items stated above.
	NO.
	[..................................................................  PLEASE STATE TITLE OF PROJECT .................................................... AT UNIVERSITI MALAYSIA PAHANG AL-SULTAN ABDULLAH ]



	2.0

	TECHNICAL SPECIFICATION:
COMPLIANCE
In response to this technical specification, single words like “NOTED”, “AGREED”, “COMPLY”, or their equivalents shall not be used. However, if a single word must be used, a clear reference shall be provided.
The tenderer shall provide catalogues/brochures/pamphlets/documents to verify all statements of compliance to the technical specifications of the equipment. Without this, the offer(s) will be considered non-compliance or invalid.
The contractor’s proposal submitted during the document submission phase should align with the original technical specification. Non-compliance will lead to disqualification. Furthermore, UMPSA reserves the right to disregard any proposal that does not include the original technical specification.
  The tenderer is advised to include the proposed specifications with supporting documents to facilitate the verification and

  Assessment process.


	NO.
	NAME OF EQUIPMENT/ 
JOB DETAILS
	COMPANY SPECIFICATIONS
	COUNTRY OF ORIGIN
	QUANTITY
	TIME OF SUPPLY LEAD

	2.1
	Specification of Equipment 1 
<Start here>
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	Equipment 2

	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	3.0
	OTHERS 
	
	
	
	

	
	Section B (3) others consist of: 

3.1 Training 
3.2 Bootcamp or workshop before implementation

3.3 Integration with active directory 

3.4 Warranty

3.5 Assistance, Maintenance & Support 
3.6 Professional services & migration 

3.7 Delivery & installation period 

3.8 Partnership with principal & tender capabilities

3.9 Labelling

3.10 Brochures

3.11 Installation manual and documentation 

3.12 Project fulfillment 

3.13 Compliance with ISO/IEC 27001:2013 ISMS

3.14 Value added services
3.15 Tenderer capabilities 

3.16 Integration with existing services     

	
	
	
	

	3.1
	Training 
Tenderer shall propose training as listed below:

	
	
	
	

	3.2 
	Bootcamp or workshop before implementation 

(Please state details here)

(Remove this section if unnecessary)


	
	
	
	

	3.3
	Integration with active directory 

(Please state details here)
(Remove this section if unnecessary)


	
	
	
	

	3.4
	Warranty 

(Please include project warranty here)

i. Warranty shall be provided by hardware provider. Neither third party nor distributor warranty will be accepted.
ii. Tenderer shall ensure proposed equipment are not nearing End of Life (EoL) within (5) years. Tenderer shall provide proof or guarantee letter form hardware provide which to hereby this.
	
	
	
	

	3.5
	Assistance, Maintenance & Support 

(Please put services level agreement here (SLA))

	
	
	
	

	3.6 
	Professional Services & Migration 
(Remove this section if unnecessary)


	
	
	
	

	3.7
	Delivery & Installation Period 

(Please put your delivery and installation here)


	
	
	
	

	3.8
	Partnership with Principal & Tenderer Capabilities 

(Remove this section if unnecessary)


	
	
	
	

	3.9
	Labelling 

a. All equipment shall be labelled and 

engraved with the tag “HAK MILIK UNIVERSITI MALAYSIA PAHANG AL-SULTAN ABDULLAH”.

b. Labelling works for cables are compulsory.

c. Each installed cable shall be labeled using Brady Label or equivalent. 

	
	
	
	

	3.10
	Brochures 

a. The tenderer shall provide original brochures for the proposed solution.
b. Technical specification indicated on brochures shall be the same as the written specification of tender documents. Any mismatch or fraud specification will cause rejection.

c. Please enclose the brochures in both envelopes (financial & technical).


	
	
	
	

	3.11
	Installation Manual and Documentation 

The tenderer shall provide the installation manual and documentation in both copy hardcopy and softcopy format, to which UMPSA agrees.

	
	
	
	

	3.12 
	Project Fulfillment 

a. The tenderer shall ensure that all related accessories and other related materials shall complete ensuring this project runs conveniently.
b. Proposed hardware and software shall support interoperability and scalability for future growth and technology.
c. The tenderer has to oblige t current open standards like Electronic Government Information Technology Policy and Standards (EGIT), Data Dictionary Sektor Awam (DDSA), Management of Information & Communication Technology Security Handbook (MyMIS), Malaysian Government Interoperability Framework for Open-Source Software (MyGIFOSS) and Garis Panduan IT Outsourcing Agensi – Agensi Sektor Awam.
d. All proposed equipment shall have Green Energy Compliance Rating and comply with the Malaysia Government Green ICT initiative.   

	
	
	
	

	3.13
	Compliance 

The tenderer shall ensure adherence to all relevant laws, regulations and UMPSA internal policies throughout project implementation, including but not limited to the following: 
a. ISO/IEC 27001:2022 Information Security Management System (ISMS)

b. UMPSA Cyber Security Policy.

c. Occupational Safety, Health and Environmental Legislation.


	
	
	
	

	3.14
	Value Added Services Offering 
Tenderer are encouraged to offer value added services to UMPSA which related to the scope of this project.

	
	
	
	

	3.15 
	Tenderer Capabilities 

(Please state the details here)
(Remove this section if unnecessary)


	
	
	
	

	3.16
	Integration with Existing Services 

(Please state the details here)
(Remove this section if unnecessary)


	
	
	
	


………………………………….……
                                                                                                                                                                          ……..….………………. Signature & Stamp                                                                                                                                                             Signature & Stamp                            
Project Owner                                                                                                                                                                    Dean / Head of Department                                            


