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C Start ====) All Control Panel ltems === Network and Sharing Center

1. Click Set up a new connection or network

L% Network and Sharing Center - O X

‘i g-' « All Control Panel ltems * Network and Sharing Center v @) Search Control Pane P

View your basic network information and set up connections
Control Panel Home

WView your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: No network access

; . Connections: ' Ethernet 4
settings Public network & Ethernet 5

Change your networking settings O
== @i Setup anew connection or network
-
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

\;1 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall
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2. Select Manually connect to a wireless network

ﬁ;‘ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

""i.' Set up a new network
et Setup a new router or access point.

— Manually connect to a wireless network
e sl onnect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

MNext Cancel




Wireless Setup Guide — (Windows 10)

3. Enter the following details:  Network name : MY-UMPSA
Security type : WPA2-Enterprise
Encryption type : AES

SSID : MY-UMPSA

*capital letter for 'MY'
with dash '-!

4. Tick Start this connection automatically

5. Click Next € EF Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: MY-UMPSA v

Security type: WPAZ2-Enterprise V v O
Encryption type: AES \/

Security Key: Hide characters

v @ Start this connection automatically

(] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

O

— Mext Cancel
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6. Click Change connection settings

— b4
¥ Manually connect te a wireless network MY-UMPSA Wireless Network Properties X
Connection Security

Successfully added MY-UMPSA

Name: MY-UMPSA

SSID MY-UMPSA

O Metwork type: Access point
== —> Changea connection settings Network availability: Al users

Dpen the connection properties so that | can change the settings.

Connect automatically when this network is in range

[:] Look for other wireless networks while connected to this
network

[:] Connect even if the network is not broadcasting its name
(55ID)

oK Cancel
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7. Click the Security tab. Ensure that the Security type is set to WPA2-Enterprise and Encryption type is set to AES.

8. Ensure that the network authentication method is set to Microsoft: Protected EAP (PEAP)

9. Click Settings

10. Untick Verify the server’s identity by validating the certificate

MY-LIRAPSA Wireless Metwork Properties

Cornechion  SEcurity O

Securtty fype: WRAZEnt=pns=

Encryption fype: AF5

hase 3 metwork authan tication me

Mioosoft: Protected EAP {PEAP)

B Femembe my credenbss far BiE conreston sach
tme I'mi logged on

Aduanoed cattings

als

NA
%

O

Setings

Canp=

Protected EAP Properties
When connecting: O

x

[ verify the server's identity by validating the cer‘tiﬁcatev

Connect to these servers (examples:srvl;srv2;.*\.srv3\.com):

[l ~ddTrust External CA Root

[] avast! web/Mail Shield Root

[] avast! web/Mmail Shield Root

[[] Baltimore CyberTrust Root

[] certum ca

[] class 3 Public Primary Certification Authority
[ ] bigicert Assured ID Root CA

L N o T S T

<

Notifications before connecting:
Tell user if the server’s identi e verified
Select Authentication Method:
Secured password (EAP-MSCHAF v2) v ~
[*] Enable Fast Reconnect
[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

oK

iz

Cancel

13. Untick Automatically use
my Windows logon name and
password (and domain if any).
Your device will not connect if
this is selected

EAP MSCHAPvZ2 Properties x

wn connecting: O

Automatlcallyr use my Windows logon name and
password (and domain if any).

A

Cancel

| == 12. Click Configure

11. Ensure Authentication Method is set to Secured password (EAP-MSCHAP-v2)
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| MY-UMPSA Wireless Network Properties X Advanced settings >
Connection Security 2.1¥ settings 802.11 settings
Specify authentication mode:
Security type: WPAZ2-Enterprise b User or computer authenticatior -~ Save credentials

User or computer authentication

Encryption type: AES V Computer authentication
User authentication
Guest authentication

[ |Enable single sign on for this network

- Perform immediately before user logon
Choose a network authentication method:

. FPerform immediately after user logon
Microsoft: Protected EAP (PEAF) e Settings

Maximurm delay (seconds): 10 =
Remember my credentials for this connection each
time I'm logged on

O

Advanced settings G

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

oK Cancel

14. Click Advanced settings 15. Select Specify authentication mode

16. From the drop down menu, choose User authentication
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Advanced settings

B02.1X settings 802.11 settings

Specify authentication mode:

User or computer authentication
Computer authentication

User authentication
Guest authentication

[ ]Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds): 10

>

Q 17. Click Save credentials

User or computer authenticatior Save credentials

rs
-

Allow additional dialogs to be displayed during single

sign on

This network uses separate wvirtual LANs for machine

and user authentication

OK

Cancel

|

Windows Security x

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

‘<username> \‘v}!
l

18. Enter your UMPSA-ID ecomm Username and Password

** This credentials should be same as logging into your
ecomm, email, UMPSA Online Learning, etc.
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19. When the device is in range of the wireless network, you can choose to connect
to SSID MY-UMPSA which listed under Wireless Network Connection.

Note: Tick on the box Connect automatically if you want MY-UMPSA to
connect automatically next time when it’s in connection range.

&
8 MY-UMPSA Y% MY-UMPSA
Connecting Connected, secured
Connect automatically O Properties
 —) Connect O m— Disconmect
Metwork & Internet sattings Metwork & Internet settings
Change settings. such a5 making a connection metened Change settings, such as making a connection meferad,
Ei,L-l ﬂlﬂ %’E |:||:.!|
Mohile hokbile
Airplane mode  hotspot Airplane mode  hotspot

20. Once connected to MY-UMPSA you can click on Properties to view the
connection settings that you have done.

Note: Click on Disconnect button to ensure that MY-UMPSA Wi-Fi network session
properly terminated after not in use





